


Trusted Email Open Standard 

Executive Summary 
 
As the popularity of the Internet grew, email evolved from a novelty to a necessity. 
Unfortunately, the continued viability of email as a useful communication medium is 
now jeopardized by a rising tide of unwanted email, known as spam, which threatens to 
wipe out the many present and future benefits of email. 
 
Today’s Technology 

All email currently transmitted across the Internet is sent using an agreed-upon industry 
standard: the Simple Mail Transport Protocol (SMTP). At present, any server that 
“speaks” SMTP is able to send mail to, and receive mail from, any other server that 
speaks SMTP. To understand how “simple” SMTP really is, here is an example of an 
SMTP transaction. The text below represents the actual data being sent and received by 
email servers (the numbers and words in CAPS are the actual SMTP instructions): 
 

 
 
Because a server may be processing a dozen or more message connections per second, 
the SMTP “conversation” must be kept very brief. SMTP does this admirably, but that 
simplicity is both a blessing and a curse. As you can see from the example, there are only 
two pieces of identity information received before the mail is delivered: the identity of 
the sending server and the From address. Because SMTP has no process for verifying the 
validity of those identity assertions, both of those identifiers can be trivially falsified.  
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The remaining contents of the email, including the Subject and other header information, 
are transmitted in the data block and are not considered a meaningful part of the SMTP 
conversation. In other words, no SMTP mechanism exists to verify assertions such as 
“this message is from your bank and concerns your account” or “this message contains 
the tracking number for your online order” or “here is the investment newsletter that you 
requested.” 
 
Some sites do perform whitelist or blacklist look-ups on the IP address of the sending 
server during the SMTP conversation, but those inquiries can dramatically slow mail 
processing, requiring extra capacity to offset the loss of efficiency. Maintenance of 
whitelists can also be time-consuming, and blacklists have a long history of inaccuracies 
and legal disputes. In short, the need for speed creates a system in which there are 
virtually no technical consequences for misrepresentations in mail delivery. And this is 
precisely why spammers have been, and continue to be, incredibly effective in getting 
unwanted email delivered. 
 
SMTP is, as Winston Churchill might have put it, the worst way of “doing” email, except 
for all the others that have been tried. The reality is that SMTP works reliably and has 
been widely implemented. To supplant SMTP with anything “better” means a wholesale 
redesign of the entire global email infrastructure, a task that few in the industry are 
willing to undertake. Therefore, the real challenge is to find a solution that can ride atop 
the existing SMTP infrastructure, allowing SMTP to continue functioning efficiently 
while giving those who use it the option of engaging more robust features that help 
differentiate legitimate mail from spam. 
 
The purpose of this ePrivacy Group white paper is to describe a means of utilizing the 
existing SMTP infrastructure to communicate more information about the quality and 
nature of an email message, and to do so in a way that does no harm to the foundations of 
the SMTP infrastructure. The core of our proposal is to transmit, along with the body of 
the message, new information that enables senders and recipients to verifiably identify 
one another (something we know can be done, because we have developed such 
technology and it is already deployed by some companies). We believe that, until the 
world technology community is ready to adopt a more robust and secure mail transport 
protocol, this approach presents the greatest potential for realistic implementation in the 
foreseeable future. 
 
Trust, Accountability, Technology 

The reality of today’s email system is that anybody can send as many messages as they 
like, to whomever they like, containing whatever they see fit to send, misrepresenting the 
source, content, and purpose by whatever means the sender sees fit to employ. The result 
is a system in which every email message is suspect and there are few meaningful 
consequences for those engaged in deceptive practices. In short, email today lacks two 
critical elements: trust and accountability.  
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For successful communications, the communicating parties must be able to trust in the 
identity of the other party (that the information is really coming from the party indicated), 
and trust in the content of the communications (that the information contained therein is 
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what the party intended to communicate). Communicating parties must also be able to 
rely upon the communications and hold the other party accountable for the statements 
made therein. In the offline world, interpersonal relationships can be the basis of trust 
(recognizing someone’s face or the sound of their voice), as can technologies for 
establishing identity (driver’s licenses, smart cards, biometrics).  
 
Unfortunately, in today’s email infrastructure, where forgery and fraud are commonplace, 
communicating parties must rely upon alternative means of establishing trust and 
insuring accountability. So we have proposed an infrastructure for introducing trust and 
accountability into email, using freely available technologies to provide methods for 
communicating and verifying identity and identifying content. We believe that the best 
way to create trust and accountability in email is to: 
 
1. Establish enforceable standards based on best practices and compliance with 

applicable law. 
2. Enable reliable and secure communication of sender identity and assurances about 

messages.  
3. Create a balanced and broadly-supported Trusted Email Oversight Board to provide 

for ongoing oversight and arbitration of standards.  
 
In this document, we address each of these elements as we describe the Trusted Email 
Open Standard (TEOS). Of course, the proposed technologies are only tools to serve a 
greater purpose: providing mechanisms for holding parties accountable for their actions. 
And for accountability to mean anything, there need to be real and significant 
consequences for failing to abide by acceptable standards of behavior. This has led us to 
conclude that without standards and oversight—for both the acceptable behavior and the 
enabling technologies—there can be no trust or accountability in email. Agreed principles 
and enforceable standards are needed at different levels, with technical measures and 
accountability guarantees tied to the strength and richness of the assertions being made 
about the messages being sent. We believe that a tiered approach is the most logical, the 
most likely to achieve consensus, and provides the most flexibility for adopters.  
 
We describe three proposed tiers that provide increasing levels of assurance to recipients 
and greater reliability in the assertions being made by senders. We then describe how the 
Trusted Email Open Standard can be implemented through send and receive software 
components using a system of digital certificates of various types together with a range of 
machine-readable assertions, some of which rely upon encryption for enhanced trust and 
verification reliability. 
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We explain how this comprehensive solution to the spam problem can be achieved 
rapidly and at acceptable cost by means of a balanced oversight board that sets both 
technical and behavioral standards, and oversees a broad federation of email programs. 
We conclude that the trust infrastructure created by the Trusted Email Open Standard will 
rapidly elevate legitimate email so far above spam as to render it irrelevant, while also 
enabling a variety of programs designed to further enhance trust, privacy, and intelligence 
in email, all without interfering with the current ability of individuals to send email.  













http://www.ftc.gov/opa/2002/01/elililly.htm










http://www.ftc.gov/reports/privacy3/fairinfo.htm
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